Abstract-Multicast group communication over mobile ad hoc networks has various challenges related to secure data transmission. In order to achieve this goal, there is a need to authenticate the group member as well as it is essential to protect the application data, routing information, and other network resources etc. Multicast-AODV (MAODV) is the extension of an AODV protocol, and there are several issues related to each multicast network operation. In the case of dynamic group behavior, it becomes more challenging to protect the resources of a particular group. Researchers have developed different solutions to secure multicast group communication, and their proposed solutions can be used for resource protection at different layers i.e. application layer, physical layer, network layer, etc. Each security solution can guard against a particular security threat. This research paper introduced a self-organized hash based secure routing scheme for multicast ad hoc networks. It uses group Diffie-Hellman method for key distribution. Route authentication and integrity, both are ensured by generating local flag codes and global hash values. In the case of any violation, route log is monitored to identify the malicious activities.
 Key-based Secure Multicast Routing: With this kind of security provision, any key distribution method based on cryptographic algorithms can be used to secure the group communication. Each group member exchanges the keys for communication. Key distribution faces some issues like key pair production, distribution and management, etc. Key-based communication becomes more challenging for scalable and dynamic groups. Shared Keys are used for node Identification purpose, called authentication which may be quite timeconsuming process and its performance depends upon the number of keys to be processed and the number of participants involved in group communication [29] [30][31 [32] .
 Key Generation: It is essential to secure data transmission over open shared medium which may have several security threats. Cryptography is a process that is used to secure data. One can use any cryptography method (Symmetric/Asymmetric) to maintain the level of confidentiality and integrity [11] .
 Passive attack: The Intruder just analyzes the network information without any alteration. Captured data may be further utilized to trigger another type of attack [3] , and it is quite difficult to observe the passive attacks.
This article contains different sections i.e. Section-I introduce the basic requirements of secure multicast communication, Section-II explores the related research work in relevant fields. It provides brief overview of the key based security solutions, and also investigates some intrusion detection/prevention schemes, Section-III explains proposed scheme, Section-IV & V describes simulation setup/results, Section VI shows the security analysis and Section-VI concludes the outcome of the proposed scheme and its future use.
II. RELATED WORK

A. Key based security solutions
As per above discussion, Researchers have developed various solutions to secure multicast network operations by introducing the concept of group key generation, Key distribution, mutual authentication for dynamic groups, secure group key exchange, intrusion detection and prevention algorithms etc. Hui Xia et al. [4] proposed a multicast trusted routing algorithm with QoS multi-constraints which is based on a modified ant colony algorithm. This algorithm combines the security trusted model and the modified tree based ant colony algorithm with the QoS multi constraints and this combination is used to explore the trustworthy multicast forward paths that prevents the network from various security threats.
Dr. N. Sreenath et al. [5] proposed an enhancement for the Secure Enhanced-On Demand Multicast Routing Protocol (EODMRP) to prevent it from various security attacks such as flooding and black hole attacks. Simulation results show that there is some improvement in packet delivery ratio in presence of black hole attack, with marginal rise in average end-to-end delay and normalized routing overhead and in case of flooding attack, it uses simple statistical packet dropping method that prevents the attacks from malicious nodes effectively.
Ahmed. M. Abdel et al. [6] explored the new possible security threats which can degrade the performance of multicast ad hoc routing which includes the different network operations i.e. election of group lead, link errors, repair and route management etc. To interrupt group lead selection process, intruder tries to select a node as lead that does not belong to multicast tree and later on group can be split into multiple groups. Intruder can also send the route repair requests for the routes which actually do not exists, in order to initiate real route maintenance for entire network. To protect the network against these attacks, hop by hop authentication method can be used to validate each route request and certificate based approach can be used to identify the group members and it can also be used for leader election process as well as for route maintenance. Simulation results show its performance in terms of improved PDR under the constraint of compromised network resources.
Ratna Dutta et al. [7] proposed and analyzed a generalized self-healing key distribution using a vector space access structure in order to reach more flexible performance of the scheme. Proposed method reduces storage, communication and computation costs over previous approaches, and is scalable to very large groups in highly mobile, volatile, and hostile wireless networks.
Sencun Zhu et al. [8] presented an overview of the various approaches that have been recently proposed to address the group key management issues and finally discussed several new research directions. Authors focused on ad-hoc and sensor networks and explored most common issues related to detection of compromised nodes, key distribution, Group rekeying schemes etc.
Zahraa Sabra et al. [9] proposed end user solution which is capable to provide secure environment for VoIP communication with respect to QoS parameters using hybrid ad hoc networks. They used AES, ECC192 to implement security features and Voice codec G.729b for simulation purpose. 
Hybrid Network
Registry Server S R www.ijacsa.thesai.org which are randomly selected and these are connected to hybrid networks. Shared keys are computed using SHA-512. Sender side cluster head sends query to Registry server which is forwarded to receiver side cluster head. If cluster heads share same keys, only then a link is established on the basis of authentication, after that sender and receiver can start VoIP communication. If a new cluster head is selected then registry server updates this information. Simulation results show that this scheme offers authentication against non-repudiation and traceability under QoS constraints.
Vennila Rajamanickam et al. [10] proposed an inter cluster communication and rekeying technique for multicast security in MANET using shared private keys generated by key manager. Low cost rekeying method is used when a node joins the cluster. Simulation results show the efficiency of proposed method in terms of low overhead and less computation cost. E.A.Mary Anita et al. [11] designed a Worm Hole Secure ODMRP (WHS-ODMRP) that uses a certificate based authentication method in route discovery process. Authors also analyzed the performance of On Demand Multicast Routing Protocol (ODMRP) under the attack of worm hole using different scenarios. Simulation results show the comparison of WHS-ODMRP and ODMRP protocols and proved that proposed protocol can enhance the performance by reducing the packet loss caused by malicious nodes. E.A.M. Anita [12] proposed a certificate based localized authentication scheme to prevent Sybil attack. Results show that the proposed method can sustain the Sybil attack and it is able to maintain the network performance in terms of throughput.
Jiwen Guo et al. [13] proposed a secure minimum-energy multicast (SMEM) algorithm to ensure multicast communication. In order to improve the stability of trust mechanism, the new trust values (calculated by the Bayesian theorem in CR networks) are modified by the iterative control criterion. Trust mechanism aims at guaranteeing the security of network environment, in which the trust information is encrypted to ensure the creditability of trust values. Results show that the time complexity of SMEM algorithm is polynomial.
Ding Wang et al. [14] investigated authentication related issues and presented a improved scheme to prevent the attacks over user credentials, called Kim-Kim scheme. Proposed Scheme offers three different phases i.e. first of all users are registered and key pairs (public & private keys) are produced as saved on server side. Whenever user wants to communicate with other, produced keys are saved on user"s device and to initiate communication, user side and server side credentials are used for mutual authentication purpose. Authors also investigated the potential threats for the proposed schemes i.e. compromise of node, keys, shared medium or server"s session etc. They performed cryptanalysis for each possible threat and they also raised some open issues like dependency of security goals over cryptography methods and offline security threats etc.
Babak Daghighi et al. [15] explored the various schemes which can be used for secure group communication and investigated the issues related to key exchange under the mobility constraints. They focused on the mobility of host as well as member in a group. It is quite complex to manage the validity of keys as any node can leave or join a group frequently. If a group member node leaves the group, that node should not be able to reuse the keys as well as the other resources of the group. If a node wants to join the group, authentication is required but if its keys have been expired, then there is need to reproduce the keys again but regenerated key should be unique. Frequently group updates may lead to extra overhead on group communication, storage key pool for group members and can affect the scalability, reliability and QoS etc. In order to develop a solution for secure group communication, all above factors are considered by researchers and they developed few solutions i.e. KMGM, GKMW, HKMS, TMKM, CDLM, HSK, FEDRP, GKMM, LKH, BALADE, KTMM, WSMM, M-IOLUS and SHKM etc. but each solution has its own limitations and there is requirement to explore Key management in highly mobile environment with the provision of QoS support which is essential for secure group communication.
Lin Yao et al. [16] developed a distributed key management scheme which can preserve the keys for nodes. Nodes can utilize the keys on the basis of their trust levels maintained by different nodes. Trust level of keys can protect from the various attacks and node can easily select the keys on the basis of their trust levels and it can eliminate the requirement of certification authority.
Analytical and simulation models developed for this scheme show its performance in terms of less control overhead and efficient key management.
Lein Harn et al. [17] proposed an enhanced key management scheme using group Diffie-Hellman (GDH) key agreement protocol by introducing secret sharing method. Analytical model shows its performance in terms of its resistance against the well-known attacks over shared keys.
B. Security solutions forIintrusion Ddetection and Prevention
V.Srihari et al. [18] did a survey of the security threats and their remedies for VoIP/SIP protocols. As per their studies, security attacks can be introduced on session management, signaling, call control and credits etc. For detection and prevention, service providers can use intrusion detection system, fake call monitoring system, call analysis and pattern recognition etc.
Jiazi Yi et al. [19] did vulnerability analysis of Relay Set Selection (RSS) algorithms for the Simplified Multicast Forwarding (SMF) Protocol which is used in mobile ad hoc networks. Study shows that network topology can be compromised by misconfigured routers or malicious nodes by using spoofing. Attackers can also inject information conflicts for RSS decision making process. To enable the security provision, authors explained the various attack vectors for different RSS algorithms.
A.m. Pushpa et al. [20] propose multicast activity-based overhearing technique to identify this attacker node in the multicast group. They analyzed the multicast announcement packet fabrication to keep the track of group behavior and on www.ijacsa.thesai.org the basis of threshold value, nodes can be isolated from network. Each node collects the feedback for a specific node and also considers the feedback status about that node to make the final decision. If all feedback collected about a particular node below then the threshold, then it is finally isolated from entire network. Simulation results indicate the impact of attack on the performance metrics such as Packet Delivery Ratio (PDR) and delay of PUMA and MAODV multicast routing protocols. Results show the efficiency of proposed scheme in terms of detection of malicious nodes w.r.t. less control overhead and false negative alarm rate. Proposed scheme can be extended to identify the attacks over parent selection method, which is used by tree based multicast routing protocols.
J.K.Harika et al. [21] proposed a secure multicast protocol for intrusion detection systems that uses hybrid cryptography to isolate the unwanted network overhead. In hybrid scheme, nodes can negotiate the session key for secure communication that fulfils the requirement of Authentication. Results show that the proposed scheme can defend the network from various attacks such as reply attack, rushing attack, IP spoofing and man in the middle attack etc.
A. Fidal castro et al. [22] proposed an artificial intelligence based solution which utilizes the analytical equations for network intrusion detection and prevention and can guard against several attacks i.e. black hole, Neighbor, route disruption etc. It builds the new rule as per the identified attack and this information is shared with each node. Simulation results show its performance in terms of rate of intrusion detection and response under the constraints of different mobility/traffic patterns.
Hui Xia et al. [23] proposed a scheme which estimates the route as per the assigned trust value and this value can be used to identify the attacker nodes. Trust level can be calculated for nodes as well as for routes also. For genuine and intruder nodes, different threshold values can be set and if any node"s trust value is less than the recommended threshold, this can be identified as intruder. Node"s trust level is used to build route"s trust levels with route"s state. Threshold value is updated, if there are variations in trust values and idle routes are identified and ignored by routing table. Performance of proposed scheme is evaluated by varying speed and density of intruders. This work can be extended further by considering various factors such as delay, threshold variations etc.
T. Stephen John et al. [24] developed an agent based method to identify the intruder nodes in network. Mobile agents are introduced by the sender node and they can adopt any forwarding route to find out any intruder. Broken routes are managed by intermediate nodes. ODMRP and D-ODMRP routing protocols were used for simulation purpose and results show ODMRP"s performance is better than D-ODMRP in terms of delay, control overhead, PDR, energy utilization w.r.t. network size and node density etc. Proposed scheme can be extended ty introducing the concept of inter communication process for mobile agents.
Wei Yuan et al. [25] developed a routing scheme, called topology hidden multicast routing (THMR) which can isolate the routing information to prevent the network from wellknown attacks over routing. Receiver insures the identification of sender and shared keys. Route information is isolated for intermediate nodes, in order to avoid the attack on routing table. To make a route request, first of all node produces shared keys for session using RSA algorithm and then generates broadcast messages which are validated by intermediate nodes. At the destination end, received packets are verified on the basis of the relevant keys and all are discarded, if their keys are already compromised. If packets are accepted then a replay is prepared using shared keys and this is again validated by intermediate nodes and finally it is accepted by source node. In case of route errors, short lived public keys are used to propagate broken link information and finally a new route is built, if it can"t be repaired. It shows its resistance against various attacks i.e. impersonation, DoS, packet analysis, fabrication and routing attacks etc. Simulation results show its performance in terms of key computation time, delay and latency as compared to MAODV.
A. Menaka Push et al. [26] explored the packet drop/fabrication attack and introduced a watchdog algorithm based scheme to analyze it. For authentication purpose, it calculates the node"s distance from core and each node keeps the track of its neighbor and in case of excessive packet drop, identified node is eliminated from group communication. If value of core"s distance is altered by malicious node, then it can be identify by the neighbors by verifying the actual distance of core and its surrounding neighbors. If there is any difference between hop count and distance value, then current parent node can be identified as malicious node and finally it is neglected by group. Simulation results show it is able to maintain PDR and control overhead under the compromised situations but improvement in network performance and the impact of security threat, both depend upon the actual location of malicious nodes from the core and these two factors are inversely proportional to each other. Proposed scheme can be further enhanced for another multicast routing protocol. P. Anitha et al. [27] developed a dynamic pre-keys distribution scheme to protect the network from Sybil attack and they Integrate the proposed scheme with On-Demand multicast routing, called S-ODMRP. Key distribution utilizes the relevant information of each node and common keys are used to establish a secure session and key can be easily validated, if it is common between two nodes. Simulation results show its performance in terms of improved PDR under the constraints of security threat. N.M. Saravana kumar et al. [28] proposed a key management solution for multicast group operations. It can adopt dynamic behavior of group members as they can join/leave the group at any time using member authentication based on their signatures. Key pairs contain different subset of keys for inside or outside group communication. Key pairs enforce the rules for various operations i.e. group join/leave and data exchange etc. If any other node forcefully joins the group, that cannot access the information due to the absences of previously generated session/group keys. If ex-group member wants to re-join the group, as per the record of session keys, authentication can be done before group joining. Proposed method performs well under Security QoS www.ijacsa.thesai.org constraints i.e. integrity, confidentiality, key calculation time, data processing time etc.
Xiao Wang et al. [29] explored the possible threats over multicast group communication and developed the solution by considering various factors i.e. mobility, scalability and key management etc. All nodes are arranged into self-organized form having one hop distance to each other and a Group manager (GM) is defined for multiple members. DiffieHellman key agreement protocol is used for key management and it uses different keys i.e. session key which is common for GM and group members, mobility key and a field keys are used when nodes move to another groups. Keys are generated for a particular group only. Keys are updated as per different network operations i.e. node movement, group join/leave, link breakage etc. Analytical and simulation models show the performance of proposed method in terms of consumed energy for key calculations, control overhead and efficient key management for groups etc.
III. PROPOSED SCHEME This paper presents a Secure MAODV Routing Solution based on Group Diffie-Hellman (GDH) Key distribution algorithm. Following are the basic steps of GDH algorithm (including Phase-I, II & III). Phase IV is used for node authentication before group joining.
A. Key Assignment and Node Authentication
To establish shared keys, all nodes participate in GDH algorithm key generation process to produce a universal value of g which cannot be reproduced by individual node. All candidates submit their private keys i.e. * +, * +, * +,..* + to produce g. After generating g, first node becomes group lead and starts key negotiation with upcoming members to generate key pairs for distribution purpose. Once keys are assigned to each candidate node, group join process is initiated. During key negotiation and distribution process, if nonmembers try to join a group, they are authenticated on the basis of their * + values and finally their group join requests are discarded. After successful key distribution process, local flag codes and global HASH values are generated and each member node is aware of these codes. If any member node does not verify the incoming and outgoing requests, activity logger generates alerts for authentication violations.
B. Control Message Authentication
A node can generate four different types of Route Requests: RREQ is used for route discovery and maintenance, RREQ-J for group joining, RREQ-R and RREQ-JR for tree merge. Only authorized nodes can generate RREQ messages with unique local flag codes. On the basis of these codes, incoming RREQ messages can be verified along with the encrypted flag to ensure route integrity and it is discarded, if local flag code of received RREQ does not match with the calculated local flag code. Table I . shows the list of local flag codes generated by one way HASH function during network operations. Following are the procedures used to verify the authenticity and integrity of messages. In case of any violation, Log alert messages are generated.
Flag code based verification can filter the fake route requests and their replies. Unauthorized nodes cannot calculate local flag codes because these codes are available for group members only. SHA512 algorithm generates global HASH values which are used to ensure integrity of control messages. If any node wants to a join multicast group, its keys are verified and a global HASH value is used for message authentication further. In case of invalid keys, all RREQ and RREP are discarded and if keys are valid but global HASH value based authentication fails, even then node cannot join the group. After successful joining of the group, activities of each node are logged and warning messages are generated for all unmatched flag codes and HASH values. Fig.4 above sows that RREQ_J of node 6 is discarded due to invalid keys, RREQ_J of node 3 is also rejected due to invalid global HASH value. REQ_J of node 2 and 5 is accepted due to successful message authentication.
C. Key Revocation
If any member node leaves a particular group, all assigned keys are revoked and that node cannot rejoin the group till further key negotiation.
LogInfo("Outgoing_Msg_From Node= at = "); LogInfo("Outgoing Local Flag Code= at = "); LogInfo("Outgoing Global Hash Value= Multicast Table  Entry   ae2e360c2c7c3342a03aed80de66f3ac2afd89dca20d04  824beb9a44a3124a667b91f2bd6178b52cd69b4a5371e  6ee3d4f9e8c03f200b33fb9c42ea2447d7b55 Local flag codes and global HASH values both are verified for various network operations i.e. Tee construction/Tree Merge/Tree Pruning (MACT-J/MACT-P/MACT-GL), Group Leader selection etc. Without authentications of these codes, no multicast operation can be performed. Table III . above shows the simulation scenario used for analysis purpose.
IV. SIMULATION SETUP
V. SIMULATION RESULTS
Following graphs show the performance of entire network using different parameters, i.e. Throughput, Packet Delivery ratio and Routing Load etc. 
VI. SECURITY ANALYSIS
A. Secure Key management and node authentication
GDH algorithm supports secure communication based on group authentication. At the initial stage, it requires a large prime number P and its primitive root G. All candidate nodes participate to generate a universal g on the basis of their private keys using P and G. An encrypted flag is merged with Multicast Route Activation (MACT) header. MACT-J is used for tree construction or when a node wants to join group. After receiving MACT-J, its flag is decrypted and local flag code and global HASH values are verified to update multicast routing table. Unauthorized MACT-J is rejected and routing table is not updated. MACT-GL is used for new group lead selection and MACT-P for Tree pruning. For new group leader selection, all shared keys of eligible candidate are verified and an encrypted flag is merged with MACT-GL header for authentication purpose. If the selected group leader cannot decrypt the flag, next candidate is selected for leadership and so on. Tree pruning is invoked when a node leaves the multicast tree and after that upstream node becomes a leaf node. Tree pruning is controlled by verifying the shared keys and HASH values of upstream/downstream nodes. After successful verification, MACT-P is processed otherwise it is filtered out. Finally, it can prevent group leader selection attack/MACT fabrication attack.
The only authorized group leader is allowed to generate periodic Group Hello messages (GRPH). After receiving a GRPH message, intermediate nodes update their multicast table after message authentication. Upstream and downstream node authentication is performed on the basis of shared key and HASH value for processing of GRPH-U, GRPH-M, RREQ-JR and RREP-JR etc.
VII. CONCLUSION
In this paper, GDH algorithm for key generation and distribution was used along with MAODV routing protocol. Key negotiation starts at the time of the group joining. All candidates use their private keys to calculate the universal value of g. After that shared key pair is generated and distributed to each participant node only. Fist node becomes the group leader and generates local flag codes and global HASH values, and embeds them with each message. These codes are used to verify the authenticity and integrity of all messages. Local flag codes/global HASH values are used to verify critical multicast operations i.e. Group Leader Selection, Tree Construction and Maintenance etc. All invalid requests and responses are rejected.
As per security analysis, it can be observed that reproduction of shared key is not feasible due to the absence of private keys of each node. In the case of compromised keys, the intruder cannot intercept the local flag codes and global HASH values and without using codes, all routing www.ijacsa.thesai.org messages are discarded. Simulation results show that in the presence of multiple senders, Throughput and PDR of the network increase w.r.t. Sender"s density, whereas routing load is reduced. Finally, simulation and analysis results conclude that proposed scheme can protect the routing information without generating extra control overhead, and it can be further extended to adopt the compromised network environment using different multicast routing protocols.
